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Do We Even Need Threat Modeling?

So let's rifle through this ne‘er-do-well’s bag of tricks, tools and the grugq
tells. Let us borrow from his literary perspective. | imagine a ‘ @thegrugq i
Cybercriminal Code of Ethics might go something like this (again, in Your threat model is not my threat model

the voice of a seasoned crook):

-If you hook it up to the Internet, we're gonna hack at it.

-If what you put on the Internet is worth anything, one of us
is gonna try to steal it.

-Even if we can’t use what we stole, it's no big deal. There's
no hurry to sell it. Also, we know people.

-We can't promise to get top dollar for what we took from
you, but hey — it's a buyer’'s market. Be glad we didn't just
publish it all online.

-If you can't or won't invest a fraction of what your stuff is
worth to protect it from the likes of us, don't worry: You're
our favorite type of customer!

9:42 AM - 15 May 2017

https://krebsonsecurity.com/2017/01/krebss-
immutable-truths-about-data-breaches/
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Threat Modeling

* What does the attacker might
want?

* How could they get there?

* How can we prevent them from
getting there?
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Threat Modeling Tools: 3 fpen
Cybersecurity vs LLM-sec

Cybersecurity frameworks Current Al frameworks
 OWASP /& Top 10 « OWASP /& Top 10 Al
* NIST * NIST GenAl
* MITRE ATT&CK * MITRE ATLAS
* Lockheed—Martin * NVIDIA

Cyber Kill Chain Al Kill Chain

* STRIDE over DFD * STRIDE over DFD
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OWASP TOP 10 Al

 What if you use an open-weights
model?

 What if your LLM takes no actions?

 What if your LLM has no access to
sensitive information?

 What if you don’t use Plugins?

@ Useful to start conversation about LLM
app security

® Offers little help as how to ensure it

® Does not necessary apply to your system
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LLMO1: Prompt Injection

LLMO2: Insecure Output Handling
LLMO3: Training Data Poisoning
LLMO4: Model Denial of Service
LLMOS5: Supply Chain Vulnerabilities

LLMOG6: Sensitive Information
Disclosure

LLMO7: Insecure Plugin Design
LLMOS: Excessive Agency
LLMO9: Overreliance

LLM10: Model Theft
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NIST GenAl (NIST.AI.600-1

@ Explains what needs to
be done and why

@ Comprehensive

® Does not explain what
actually needs to be done
® Unclear how to fit into
your deployment
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MEASURE 1.3: Internal experts who did not serve as front-line developers for the system and/or independent assessors are

involved in regular assessments and updates. Domain experts, users, Al Actors external to the team that developed or deployed the

Al system, and affected communities are consulted in support of assessments as necessary per organizational risk tolerance.

Action ID

Suggested Action

GAI Risks

MS-1.3-001

Define relevant groups of interest (e.g., demographic groups, subject matter
experts, experience with GAIl technology) within the context of use as part of
plans for gathering structured public feedback.

Human-Al Configuration; Harmful
Bias and Homogenization; CBRN
Information or Capabilities

MS-1.3-002

Engage in internal and external evaluations, GAIl red-teaming, impact
assessments, or other structured human feedback exercises in consultation
with representative Al Actars with expertise and familiarity in the context of
use, and/or who are representative of the populations associated with the
context of use.

Human-Al Configuration; Harmful
Bias and Homogenization; CBRN
Information or Capabilities

M5-1.3-003

Verify those conducting structured human feedback exercises are not directly
involved in system development tasks for the same GAI model.

Human-Al Configuration; Data
Privacy

Al Actor Tasks: Al Deployment, Al Development, Al Impact Assessment, Affected Individuals and Communities, Domain Experts,
End-Users, Operation and Monitoring, TEVV
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Kill Chain

Reconnaissance Delivery Installation Actions on Objectives

* LLMs are parts of cyber systems...

* Interplay between chains?

e Techniques?

Iterate/Pivot

Agentic workflows repeatedly use or fetch
new malicious instructions; Poison new data
sources for cross-user pivoting.

‘ 1 —: > —‘ 3 _‘ a _: . > w Useful to understand different
ey S goals of attacker at different stages

and Control

Recon Poison Hijack Persist Impact ® Does not show mterplay with
Attacker maps system Attacker places Malicious data hijacks Exploit memory to Trigger real-world
behavior to uncover malicious data where model behavior, maintain influence actions from tainted Ot h e r sySte m S
weaknesses the model can ingest it produces tainted across sessions or in outputs . .
cokpols s oy ® Does not show interplay with

other systems

Figure 1. NVIDIA Al Kill Chain: stages of an attack on Al-powered applications
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MITRE ATT&CK / ATLAS

ATLAS Matrix

The ATLAS Matrix below shows the progression of tactics used in attacks as columns from left to right, with ML technigues
belonging to each tactic below. & indicates an adaption from ATT&CK. Click on the blue links to learn more about each item, or

Filter by Maturity

search and view ATLAS tactics and techniques using the links at the top navigation bar. View the ATLAS matrix highlighted Feasiole DLemanstraied Realized
alongside ATT&CK Enterprise techniques on the ATLAS Navigator.
Reconnaissance® Resource Initial /'){ Model Execution® Persistence® _Privilege Defense  Credential pjgcovery® Collection®
Development?® Access® ccess Escalation®  Evasion® Access?
6 techniques 12 techniques 6 techniques 4 techniques 4 technigues 6 techniques 2 techniques 8 techniques 3techniques 8 techniques 4 techniques
Journals and Conference| |Acquire Datasets| Al Supply Al Model User Poison Training Al Agent Tool Evade Al Unsecured Discover Al Al Artifact
Proceedings Public Al Chain Inference Execution & Data Invocation Model Credentials & Model Collection
Search Artifacts Models | |Compromise API Ontology
Open , Pre-Print Access Command Manipulate Al LLM LLM RAG Data from
Technical Repositories Obtain Valid and Model Jailbreak Jailbreak Credential Discover Al Information
Databases & Capabilities & Accounts & Al-Enabled ' geriptin Harvestin Model Repositories &
Technical a Prod_uct or Imef re?er & LLM PromptA LLM Trusted 9 Family P
Blogs Develop Evade Al Service P Self-Replication 8'{-)‘:5;})”9”& Credentials Discover Al Data from
ilities & Model from Al ! Local
Search Capabilities Physical H}nggmp‘l RAG Manipulation Agent Artifacts System &
Open Al Acquire Exploit Public-  Environment Poisoning Configuration
Vulnerability Infrastruct Facing Access Al Agent LLM Prompt Discover LLM Data f Al
Analysis nirastruciure & gen Al Agent Obfuscation Hallucinations ala from
Application Full Al Tool Context Services
Publish Invocation P :
Search Poi 8 Model Poisoning False RAG Discover Al
Victim- D°'ts°“fd Phishing ll Access Entry Model
Owned atasels ) Modify Al Injection Outputs
Websites & Poison Drive-by Agent
Training Compromise & Configuration Impersonation & g;ssﬁg\rﬁer LLM
Search Data )
gpp”C%lIﬂOU Masquerading & Information
epositories i
P Establish _ - Cloud Service
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@ What attacker can
do

w When/why
attacker would do it
® Does not explain
how to apply it to
your system

® At times
questionable (security
by obscurity)
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STRIDE over DFD

I‘___———————————‘,l Remote User

— Zone__ .

I 1
Trust Boundary : | l I|_4 : |
\“ | \"I | LLL -." | : User I
Local Zone \ p I Tadal L L I
| il s s il | l-—m:—\'-l l L i |
I . U N AlEEERN
' User ‘ 3
{
| : » Input fq(;
— e o— server-siae .
‘ B B IR O I ,' functions Sewe_r'S'de
i 1 External Prompt | P Functions
Local User Zone 1 Sources ' !
1
I Users : : - LLM <
' R S — «
: 1 Prompt/Response 1
I 1
w Specific to your application ! W:t;/lI/ETaiI/ | v Data readiwrite
. etc.
@ Explains where you can stop the : : \
--------- \
attacker \
® Exhausting and unsexy TBOf

~ Which is exactly why we are going to do it.
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STRIDE over DFD Principle

* | was on the board that wrote * There is a gap between what
this law, and that’s not what the people think the thing they build
law was for! does, and what it actually does

* Sir, | can’t speak to what you * Hacking is exploiting this gap.

intended, but that’s not what
you wrote.

Marcus Hutchins
.~ "Hacker who saved
; the Internet”

Lock Picking Lawyer
@ SaintCon
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STRIDE over DFD for LLM Apps

* Application organization:
—How-does-theapp-work?—

e What an attacker can do?

FEs v e Ingress point:
* Where the attacker can enter?
Chat Chat

Back-end > Front-End \ ¢ AttaCk ta rgEt:

| ¢ ¢  What is the attacker seeking to

) achieve? Data L3
LLM proper Destruction? Modification?

* Trust boundary:
 Where can we stop the attacker?
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STRIDE over DFD for LLM Apps

S — Spoofing (data authenticity)
- Make RAG LLM read from your “Wikipedia”

cafarsnos A(x/“ T — Tampering (data integrity)

Make RAG LLM contradict real information

L

 onatl | cnat . R — Repudiation (data origin)
Back-end Front-End .
TSN Make RAG LLM cite a wrong source

- | - Information disclosure (privacy)
proper

...... Make RAG LLM divulgate the rest of the
conversation

D — Denial of Service (data availability)
Make RAG LLM hang / DoS a resource

E — Elevation of Privilege (access rights)
Get a shell on a RAG LLM run environment
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STRIDE over DFD for LLM Apps

* Initially formulated in late 2023
* Inspired by Black Hat Al Village

R"‘Bea‘f;e Reéea?a“ / “ & LLM in Cybersecurity book
v (Terry Vogelsang (Kudelski) &
Tooks - mm-an > ‘—"QW Subho Majumdar (Vijil, garak))

Prlvate Users

* Predicted several techniques:

in querles

V

LLM proper

* HF supply chain attack
2‘15";5&';"// T N \{3 * GPT coding space escapes
s el e * Indirect prompt injections
5:53'5 ET‘;“:Q oo’ 3 e Contributed to several internal
; threat modeling frameworks

Performance
Metrics

“KK
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